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Company name:                                 
	Requirement
	Evidence/Comments


	Notification/Representation
	

	All organisations that process Personal Data must notify the ICO (ico.org.uk).  Please provide the following information

1) Registration Number

2) Date of Renewal

3) Copy of notification certificate with the ICO
Have you nominated a representative for the purposes of dealing with data protection enquiries or concerns from individuals?
Name of Representative


	

	ISOs
	

	Do you hold any industry standards certificates on data security, e.g. ISO 2700? If so, which one?

Please indicate which certificates and renewal date.

What security measures do you have in place to ensure the confidentiality of personal data?


	

	
	

	Points of collection on data
	

	Describe all instances where personal data about individuals is collected by you directly from those individuals (this may include registration forms and telephone helplines).

	

	Describe all instances where personal data about individuals is received from third parties.

	

	Is data about users in a website automatically collected via ‘cookies’ or by any other means (including registration by the user)?

	

	Data Processing Activities
	

	Who are the data subjects? Who are the persons whose data may be processed?

	

	Is sensitive data collected or used by you? (sensitive personal data includes information relating to racial or ethnic origin, political opinions, religious or other beliefs, trade union membership, health, genetic, biometric data, sex life and criminal convictions).

	

	Describe the purposes for which personal data is used by you.

	

	Do you contact individuals or any of your partners for marketing purposes? 
If so, please describe the ways in which individuals may be contacted for this purpose (e.g. direct mailings, telephone, fax, e-mail).
Is there a provision which enables individuals to positively opt- in? 

What steps are taken if an individual objects to receiving marketing-related information?

	

	Will other marketing actions take place within the project? If so, please describe what kind of marketing actions will be.

	

	Describe all potential recipients of personal data collected or held by you. 

	

	What are the likely uses of the data made by those recipients?

	

	Describe how data is stored on your systems and the security in place to protect the information.  
 E.g. Encryption/password protected.

	

	How is data transferred:

a. internally within your organisation, e.g. by email, internal post, royal mail (recorded delivery or standard post)?

b. to external parties/subcontractors?

	

	Will you or have you gained access to data which is not required to be processed for the service to be provided? 

	

	Data Quality
	

	Describe any procedures currently in place to ensure that all personal data is accurate and up to date (This may include writing to individuals to request confirmation as to the accuracy of the data held about them).

	

	For how long is personal data usually kept by you?

	

	Is there any policy regarding the periodic destruction or deletion of obsolete data?

	

	Will you/ do you confirm (if contacting the individuals directly) that you are acting on behalf of BCC?

	

	Will you/do you display privacy notices e.g. on emails, application forms, letters to individuals?

	

	Dealing with individuals’ rights
	

	Describe any procedures currently in place to deal with requests by individuals to be supplied with information about the data held about them (this may include the use of checklists or standard letters dealing with ‘access requests’).

	

	Security Measures
	

	Please indicate whether you have adopted any of the following or have an overarching policy  which deals with the following:
a. Information security policy 
b. Physical security measures including 

· Clear desk policy 

· Clear screen policy

· Security of doors

· Security of windows

· Burglar alarms

· Fire alarms

· Key-pad access

· Staff/visitor i.d. badges

· Monitoring of visitors

· System for allowing access to restricted areas

· Security of storage for paper documents

· Security of storage for electronic devices

· Secure shredding bins/waste

· Secure storage of keys

· Fax & postal policy

· Information labelling (use of markers for information)
c. Control on access to information
d. Controls on the use of portable media, or a policy to encrypt all laptops and such media (BCC requires minimum level of 128-bit encryption)
e. Business continuity plan
f. Internal training program on security systems and procedures

· Is staff training refreshed at least every 2 years or where significant changes to legislation?

· Do you retain records of individual staff training?
g. Procedures to investigate breaches of security when they occur

· Does staff know how to recognise and incident?

· Who is the responsible person for reporting breach/incident to?

· What mechanisms do you have in place for reporting to BCC?

· How do you deal with a breach once it has been identified and reported?
h. Internet and email use police

·  Do you block access to sites which often cause issues with viruses/security e.g. Facebook, Hotmail etc.?

· Re emails for professional use, do you have guidelines in place on what personal data can be sent by email?

· Do you use encrypted emails to send sensitive personal data to third parties?
i. Personnel Security

· Personnel security policies and processes,  including recruitment checks (The Baseline Personnel Security Standard (BPSS))

· Vetting and on-going personnel security management


	

	Managing user privileges

Please confirm that you have in place:
	

	Unique username and password for each person.

	

	Passwords for each separate application being used.

	

	Strong passwords if supported by system-8 characters long with a mixture of uppercase, lowercase, number and special characters.

	

	Passwords to be changed every 12 weeks – system forced or policy in place.

	

	Limit user access so that each person has access only to the information that is necessary for them to do their job.

	

	Audit logs so that each user’s access and use can be checked/monitored.

	

	Regular management and review of user accounts and levels of access from creation of account through to deletion/suspension in event of employee leaving.

	

	Equipment which has a designated user or a way of tracking the person responsible at any given time.
	

	Home/mobile working and remote access
	

	What mobile devices do staff use remotely?

	

	Does any of your staff work remotely?

	

	Use of other mobile devices or portable media e.g. phones, USB sticks, compact discs.

	

	Does staff have remote access to BCC systems? If so, is it via a secure network? Please describe the method of access.

	

	International dimension
	

	Will/do you share personal data with organisations outside the UK?


	

	If so, indicate which of those organisations is part of your Group of companies and which ones are not.


	

	In the case of those organisations that are part of your Group of companies, is there any internal policy governing the use of personal data?

If so, please provide details.

	

	In the case of those organisations that are not part of your Group of companies, is there a written contract governing the relationship between such organisations and each client? 

If so, please provide details.

	

	If applicable, where is the data being transferred?

	

	What purpose is data being transferred for?

	

	Does any third party process personal data on behalf of you from outside the UK?

If so, is there a written contract governing that relationship? (If so, please provide details)

	

	Service Agreement/Partners
	

	What is the service provided by your 
Subcontractor/s?  (If applicable).
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